_ UBND TINH PAK NONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPéc lap - Tu do - Hanh phiic

SH: 39 /STTTT-TTBQXB Bdeo”ng, ngay 10 thang 01 nam 2025
Vv canh bao thu doan cat ghép
hinh anh ca nhan dé Itra dao

Kinh gtri:
- Céc co quan tham muu gitap viéc Tinh uy;
- Uy ban Mat tran T6 qudc va cac to chire chinh trj - xa hi
cap tinh;
- Van phong DPoan dai biéu Quéc ho1 va HDND tinh;
- Céc s0, ban, nganh;
- UBND céc huyén va thanh phé Gia Nghia;
- Céc co quan bao chi cua tinh;
- Thanh vién T6 xur 1y tin gia, Thong tin xau dc trén khong
gian mang tinh BDak Nong

Tinh hinh t61 pham st dung cong ngh¢ cao, tri tu¢ nhan tao dé cat gheép, tao
dung hinh anh, video clip gid mao, sai su that nham lira dao; cuong doat tai san;
xuyén tac, vu khéng, xtc pham uy tin ctia co quan, to chtrc, danh dy, nhan pham
ctia ¢4 nhan c6 dién bién phirc tap, voi nhiéu thu doan hoat dong méi, tinh vi (gui
kém miéu ta tha doan).

Thuc hién Cong dién sé 139/CD-TTg ngay 23/12/2024 cua Thu tuéng
Chinh phu vé tang cudng phong ngira, xir Iy hoat dong lira dao chiém doat tai san
st dung cong nghé cao, trén khdng gian mang, S¢ Thong tin va Truyén théng
khuyén nghi:

1. Bé nghi tha trudng cac co quan, don vi, dia phuong théng tin, quan triét
dén can bo, cong chirc, vién chirc, nguoi lao dong trong co quan don vi thuc hién
nghiém cac cac noi dung sau day:

- Bao mat thong tin c4 nhan, khong chia sé thong tin (s6 dién thoai, nghé
nghi€p, dia chi nha &, noi lam viéc....), hinh dnh c& nhéan, hinh anh nguoi than
trong gia dinh, hinh anh co quan noi lam vi¢c 1én cac nén tang mang xa hoi, dac
biét 1a nhirng hinh anh nhay cam hoic c6 thé bi loi dung dé cét ghép.

- Ludn kiém tra k§ ngudn gdc thong tin trudc khi chia sé hodc tuong tac;
khong truy cép vao cac duong dan (link) “la” (thuong dugc gui kém trong tin
nhén hodc email); can trong, canh giac, x4c minh thong tin ban dau (sé dién thoai,
tai khoan mang xa hdi...cua doi tuong) khi tiép nhan cac cudc goi, tin nhén tir
nhimg nguén khong rd rang.
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- Trién khai cac bién phép, giai phap phong, chong ma doc (cai dat phan
mém diét virus c6 ban quyén); st dung cdc phan mém phong, chdng ma doc dé
kiém tra cac tép tin/duong link nhan tir nguoi la qua thu di¢n tr trude khi mo,
kich hoat cac tép tin dinh keém.

- Thuong xuyén theo doi cac thong tin canh bao ctia cac co quan churc nang
vé nhitng hién tuong lira ddo, vé cac sur ¢b an toan thong tin dé kip thoi canh giac
cd giai phap Uung phd (Website tham khao: https://khonggianmang.vn/;
https://daknong.gov.vn/cong-bo-tin-gia ).

- Truéng hop nhan dugc cac tin nhéin, email, v.v... c6 hinh anh, video clip
c6 hinh anh ctia ca nhan (bi cit ghép) can binh tinh, kip thoi phan 4nh, bao tin cho
co quan Cong an noi gan nhét, dé dugc hudng dan xir Iy; tuyét doi khong chuyén
tién, khong lam theo hudng dan cua cac d6i tuong x4u dé tranh bi chiém doat
thong tin, tai san.

- Truéng hop nhan dugce cac tin nhéin, email, v.v... c6 hinh anh, video clip
c6 hinh anh nhay cam cta cac c4 nhan khac véi ndi dung c6 dau hiéu vu khéng,
td c40, V.v... can binh tinh, kip thoi phan anh, bao tin cho thu truéng co quan hoac
co quan Cong an noi gan nhat, d¢ dugc hudng dan xu 1y; tuyét ddi khong duoc
chia sé, phat tan du6i bat ky hinh thirc nao.

- Théng tin, tuyén truyén, huéng din nguoi than trong gia dinh va quan
ching, nhan dan nhan dién cac thu doan ltra ddo sir dung cong nghé cao, tri tu¢
nhan tao dé cit ghép, tao dung hinh anh, video clip gia mao, sai sy that nham lra
dao; cudng doat tai san; xuyén tac, vu khéng, xUc pham uy tin ciia co quan, to
chirc, danh du, nhan phém cua ca nhan va cach xur ly.

2. Bé nghi cac co quan bao chi, hé thong thong tin co so:

- Theo ddi cac thong tin canh bao tir cac co quan chirc ning vé cac biéu
hién, thu doan Iira ddo mdi (Website tham khao: https://khonggianmang.vn/;
https://daknong.gov.vn/cong-bo-tin-gia), kip thoi thong tin tuyén truyén vé
phuong thure, thu doan, hau qua cta tdé1 pham va vi pham phép luat lién quan dén
hoat dong lira dao, nhat 1a lira dao trén khong gian mang, két qua phong ngira, xtr
Iy ctia cac luc luong chirc nang dé Nhan dan nang cao nhan thire, kip thoi cung
cép thong tin, tb giac hoat dong ltra ddo chiém doat tai san.

- Chu dong phan bac, vach tran Am muu st dung cong nghé cao, tri tué nhan
tao dé cat ghép, tao dung hinh anh, video clip gia mao, sai sy that nham lira dao;
cudng doat tai san; xuyén tac, vu khéng, xuc pham uy tin cia co quan, td chire,
danh du, nhan phém cua ca nhan.

3. Yéu cau thanh vién T6 xu Iy tin gia, thong tin xau doc trén khong gian
mang tinh bik Nong thuc hién nhi¢ém vy dugce giao tai Quy ché hoat dong cua


https://khonggianmang.vn/
https://daknong.gov.vn/cong-bo-tin-gia
https://khonggianmang.vn/
https://daknong.gov.vn/cong-bo-tin-gia
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T6; chii dong theo dbi, nam bat thong tin; kip thoi phan anh, dé xuat hudng xir 1y
khi phat hién cac thong tin gia, tin xdu ddc, nhat 14 cac thong tin st dung cong
ngh¢ cao, tri tu¢ nhan tao dé cat ghép, tao dung hinh anh, video clip gia mao, sai
su that nham lira dao; cuong doat tai san; xuyén tac, vu khéng, xuc pham uy tin
clia co quan, tO chirc, danh du, nhan pham ctia c& nhan.

S& Thong tin va Truyén thong dé nghi cac co quan, don vi quan tdm, phdi
hop trién khai thuc hién.

Tran trong!

Noi nhin: KT. GIAM POC
- Nhu trén; QO GIAM POC
- UBND tinh (b/c);

- Ban Tuyén giao (p/h);
- Cong an tinh (p/h);

- Ban Giam dbc (b/c);

- Luu: VT, TTBCXB.
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THU POAN CAT GHEP HINH ANH CA NHAN
VAO CLIP “NHAY CAM” PE TONG TIEN

Budre 1: Cac dodi tuong tim kiém thong tin, s6 dién thoai, hinh anh, cdc moi quan
hé ctia nan nhan (thuong la nam gidi, co diéu kién kinh té, dja vi x4 hoi, trong do
c6 mot s6 1anh dao co quan, don vi, doanh nghiép) tur nhiéu nguén khac nhau, chu
yéu la thong tin, hinh anh duoc dang tai trén cac trang mang xa hoi, dia chi trang
web, trang thong tin di¢n tur, noi cong tac, lam viéc cta lanh dao, can bg, doanh
nhan...

Budre 2: Cac doi tuong st dung phﬁn mém cong ngh¢ cao, tri tu¢ nhan tao cit
ghép khuon mdt cua nan nhan vao cac hinh anh tur cac clip trén Internet c6 ndi
dung “nhay cam” thé hién viéc nan nhan dang quan hé tinh duc trong nha nghi,
khach san. Ddi tuong con gia chup anh tir clip quay duoc tai hién truong bang
cach dan biéu tuong nut play vao gitta anh hodc dung dién thoai quay lai anh da
cit ghép.

Budre 3: Dbi tuong str dung “SIM rac”, dich vu goi dién thoai qua Internet hoac
thong qua email, tin nhin SMS, iMessage, Zalo..., tham chi dich vu buu chinh dé
goi dién, nhén tin, guri thu lién hé vo1 ndi dung tu xung 13 “tham tr tu, dugc ngudi
khac uy thac diéu tra, sau mot thoi gian bi mat theo doi, phat hién nan nhan cé
nhimg hanh vi sa doa, c6 mdi quan hé bat chinh, ngoai ludng nén da dung thiét bi
ghi hinh bi mat dé quay phim, chup anh lai” kém hinh anh nhay cam da duoc ct
ghép, chinh sira cho nan nhan. Di tuong yéu cau chuyén vai trim triéu déng dén
hang ty déng vao tai khoan ngan hang hoic vi tién 4o (USDT) do chung chi dinh
dé chudc lai cac clip, hinh anh nay. Déi tuong con cam doan, sau khi nhan duoc
tién sé dua hét toan bod ching ¢, hinh dnh cho nan nhan va tuyét ddi gilr bi mat.
Néu nan nhan khong chiu giao s6 tién néu trén, doi tuong s€ chuyén tat ca cac anh
va clip da thu thap dugc 1én cac trang mang xa hoi, cac website 16m; dan hinh anh
xung quanh noi nan nhin & va lam viéc, dong thoi td cao téi gia dinh, cip trén va
co quan lién quan dé cho nan nhan “than bai danh liét”.

Buwdc 4: Truong hop nan nhan do lo so, nhén tin, lién lac véi doi tuong, cac doi
tuwong s& huéng din mua tién dién tir va chuyén dén céc tai khoan vi dién tir theo
chi dinh, sau d6 s& chiém doat toan b sd tién./.
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