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PHAN I. THONG TIN TONG QUAN VE HE THONG THONG TIN
1. Thong tin Chii quin hé thong thong tin

- Tén To chirc: UBND huyén Pik Glong.

- Bugc thanh 1ap theo Nghi dinh 82/2005/NB-CP ngay 27/6/2005 cua Thu
tugng Chinh phii vé viéc thanh 1ap thi xa Gia Nghia, thanh 1ap cac phuong, x&
thugc thi x4 Gia Nghia va di tén huyén Dak Néng thanh huyén Bak Glong, tinh
Dik Nong.

- Nguoi dai dién: Ong Tran Nam Thuan, Pho Bi thu - Cha tich UBND
huyén.

- bia chi: xa Quang Khé, huyén Pik Glong, tinh Pik Nong.
- Thong tin lién hé¢: 0913464768; - Email: dakglong@daknong.gov.vn.
2. Thong tin Pon vi van hanh
2.1. Pon vi van hanh mang Lan UBND huyén
- Tén Pon vi van hanh: Phong Vin hoa va Thong tin huyén Pik Glong.

- Quy dinh chtc ning, nhiém vy va quyén han: Quyét dinh s6 03/QD-
UBND ngay 28/11/2023 caa UBND huyén Dik Glong Quy dinh chtic ning,
nhiém vy, quyén han va co cau t6 chirc ciia Phong Vin héa va Thong tin huyén
Pik Glong.

- Nguoi dai dién: Ong Nguyén Hong Thanh, Chirc vu: Truéng phong
- Dia chi: x4 Quang Khé, huyén Dik Glong, tinh Dak Nong

- Thong tin lién hé 0394523968;

- Email: thanhnh.pvhtt.dakglong@daknong.gov.vn.

2.2. Pon vi vin hanh Trang thong tin dién tir huyén Pik Glong
- Tén t6 chirc: Trung tAm Dit liéu Cong nghé va Truyén thong tinh Dak Nong
- Nguoi dai dién: Ong Ngo Vin Ptc - Giam dc Trung tam.

- Pia chi: Tang 3 tru s S¢ Thong tin va Truyén thong tinh Dk Nong, duong
23/3, phuong Nghia Pirc, thanh phd Gia Nghia, tinh Dak Nong.

- Thong tin lién hé: 02613.701.166  Email: dlentt.stttt@daknong.gov.vn
3. M ta pham vi, quy md ciia h¢ thong

- Pham vi, quy md ctia Hé thong thong tin: Hé thong thong tin UBND huyén
Dik Glong duogc thiét 1ap dé phuc vu cong tac tmg dung cong nghé thong tin,
chuyén d6i s6 cia UBND huyén Pak Glong.
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- Béi twong phuc vu cua hé thdng: Cong chirc, vién chirc, ngudi lao dong va
co quan, to chie khéc lién quan dén viéc cung cap ung dung CNTT, chuyén dbi

s6 cia UBND huyén Pik Glong.
- Danh muc céc hé théng théng tin thanh phan:
+ Hé thong mang ndi bd (LAN) tru s UBND huyén Pik Glong;
+ Trang thong tin dién tir huyén Pik Glong.

4. M6 ta cu tric ciia hé thong
4.1. M6 hinh logic tong thé

a) So d6 cua hé thdng
Vung mang bién

ISP

01

—‘

o =5 = =
P 8 = = =
‘ Server01  Server02  Server03

Coresw Vung may chu ndi bo

Vung mang noi bo

Hinh 1. Cdu tric logic cua hé théng hién tai
Céc vung mang duoc thiét ké nhu sau:

+ Vung mang bién dugc thiét ké dé két ndi hé théng mang LAN tru s UBND

huyén Dik Glong ra cic mang bén ngoai va mang Internet; bao vé h¢ thong tur
bén ngoai Internet; Ving mang nay trién khai thiét bi cung cap cong két ndi

VPN;
+ Ving may cha ndi b dat may cha noi bd, cung cap cac dich vy ndi bo cho

ngudi sir dung trong hé thong;
+ Vung mang noi b dat cac may tinh cta nguoi st dung

b) So dd hé thdng quy hoach méi dé dap tmg cac yéu cau an toan



Vung mang bién

; ISP j
103.16.0.0/24

=

DMZ Zone

Vung may cht ndi bo
=’ I3
oo A 5 &8 &

) ] w
— = = =
SN~ ’ Server01  Server02  Server03
WAF01 I

172.16.1.0/24 oa | Fwor 172.18.0.1/24

s - =’
- .3 a7
Wifi L3 SW L2 SW

k Vung mang ndi bo /

Hinh 2. Cdu tric logic cia hé thong theo quy hoach méi

Céc ving mang duoc thiét ké nhu sau:

- Ving mang bién duoc dit cac thiét bi Router, Firewall dé két nbi hé thong
ra cac mang bén ngoai va mang Internet.

- Ving DMZ dit cac may chu cong cong, cung cap dich vu ra bén ngoai
Internet.

- Vung may chui ndi bo (Server Farm) dat cac may chu ndi bg, may chu co so
dir liéu, cung cap cac dich vu/chuyén nganh cho nguoi sit dung trong hé thong.

- Vung mang ndi bd: dat cdc may tinh cia nguoi s dung.
4.2. M0 hinh ket noi vat ly

a) So do két ndi vat ly



Vung mang bién
ISP

E’

Server01  Server02  Server03

SWSF

0/2

CoreSW Vﬁng méy chu Ilél b6

Vung mang noi1 bo

Hinh 3. Két noi vdt 1y ciia hé thong

b) S¢ d6 két ndi vat 1y theo quy hoach mai



Ving mang bién
ISP

& = &
0’1-’ _— @ ==
ServerO1  Server02  Server03

Vung may chi ndi bo

K Vung mang noi1 bo /

4.3. Danh muc thiét bi sir dung trong hé thong
a) Danh muc thiét bi dang st dung trong hé théng

Tén thiét bi/ Vi tri trién

STT .
Chiing loai khai

Muc dich sir dung

1 | Modem/VNPT Vung mang Két ndi va dinh tuyén dong véi

bién cac Router cua ISP.
2 | CoreSW/Cisco3750 Vung mang Kéf ndi cac ving mang ciia hé
DMz thong

Ving may Thiét bi dinh tuyén quan 1y, két

3 | SWSF/ Cisco2960 .
chi ndi bo noi1 vung may chu ndi bd

. Két ndi cac may tram va thiét
. Vingmang | o g ‘
4 | L2 SW/ Cisco2960 bi dau cudi trong vung mang

noi bo LAN.




L3 SW/ Cisco2960

Vlng mang
nod1 bo

Két ndi, dinh tuyén cac Vlan
trong mang noi bo.

Bdng 1. Danh muc thiét bi sir dung trong hé thong

b) Danh muc thiét bi b6 sung theo quy hoach méi

Tén thiét bi/ Vi tri trién
STT ) . Muc dich sir dung
Chung loai Khai
Vi Quan 1y truy cap vao/ra va bao
: ung man
1 | FWOL/Fortinet200D biéng ME | vé ving DMZ; Viing méy chi
nodi bg; Vung mang bién.
‘ Thiét bi tuong hira bao vé tn
> | WAFOL/AV/2-WAF Ving mang ¢t bi twong lira bao vé tng
DMZ dung web.

Bang 2. Danh muc thiét bi bé sung theo quy hoach méi

Tén thiét bi/

Vi tri trién

STT _ Muc dich stx dung
Ching loai khai

Server 01/Dell Viung may

1 ) May chu cai dat ang dung Web
PowerEdge R250 cha noi bo
Server 02/Dell Viung may ,

2 _ Luu trit CSDL cua hé thong
PowerEdge R250 cha noi bo
Server 03/Dell Vung may ] ,

3 ) May chu cai dat app hé thong
PowerEdge R250 chua ndi bd

Bang 3. Danh muc thiét bi may chui si dung trong hé thang
4.4. Danh muc cic ing dung/dich vu cung cip béi hé thong

STT

Tén dich vu

May chii/Ung dung cai
dat/'Vung mang/HDH

Muc dich sir dung

Trang thong
tin dién tu

Cau hinh may cha IBM Server,
Dung luong 120GB, CPU 4 Core,
Ram 8GB




Tén

No6ng

Cong nghé website: Nukeviet 3.0
Database: MariaDB

mién:

dakglong.daknong.gov.vn
(IP:103.147.100.138)

bat tai Trung tdm Dt liéu Cong
nghé va Truyén théng tinh Dak

Truyén tai thong tin
cac hoat dong cua
UBND huyén

Bang 1. Danh muc cdc vmg dung/dich vu cung cdp béi hé thong

45. Quy hoach dia chi IP cac viing mang trong hé thong
STT Vung mang IP Private IP Public
1 Vung may DMZ 172.16.1.0/24
2 Ving may chu ndi bd 172.18.0.1/24
3 Ving mang bién 103.147.0.0/24 103.147.0.0/24
4 Vung mang LAN 192.168.0.1/24

Bang 2. Quy hoach dia chi IP cdc viing mang trong hé thong
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PHAN II. THUYET MINH CAP PQ PE XUAT

1. Danh muc hé thong thong tin va cip do dé xuat

H¢ thong thong tin thugc pham vi quan ly caa UBND huyén Dak Glong

bao gom cac hé thong thong tin véi cap do dé xuat twong tng, bao gom:
. Cap do sz
STT Hé théng f‘p 2 Ciin cir d2 xuét
de xuat
f A A Khoan 1 Diéu 8 Nghi dinh

HE thong Mang ndi bo 85/2016/ND-CP

o | Trang thong tin dién tur 1 bicu 7 Nghi dinh
UBND huyén bak Glong 85/2016/ND-CP

2. Thuyét minh dé xuét cip d doi véi hé thong thong tin

- Hé thong mangLAN UBND huyén Piak Glong duoc xay dung dé phuc vu
hoat dong ndi bd cua co quan, t6 chirc va co xur Iy thdng tin riéng, thong tin ca
nhan ctia nguoi st dung nhung khong xt Iy thong tin bi mat nha nudc theo quy
dinh cua phap luat, can ct theo quy dinh tai Khoan 1 Piéu 8 Nghi dinh
85/2016/ND-CP, hé thong nay duoc dé xuat cap do 2.

- Hé thong Trang thdng tin dién tir UBND huyén Pak Glong 1 hé thdng théng
tin phuc vu hoat dong noi bo caa co quan, to chic va chi xir ly théng tin cong
cong, can ctr theo quy dinh tai Piéu 7 Nghi dinh 85/2016/ND-CP, h¢ théng nay
duogc dé xuat cap do 1.
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PHAN III. THUYET MINH PHUONG AN BAO PAM
AN TOAN HE THONG THONG TIN

I. Thuyét minh phwong an vé quan ly bao gdm cac ndi dung sau
1. Thiét 1ap chinh sach an toan thong tin.
2. To chirc bao dam an toan thong tin.

3. Bao dam ngudn nhan lyc.

4. Quan ly thiét ké, xay dung hé thong.

5. Quan Iy van hanh hé théng.

- Quan ly an toan mang.

- Quan 1y an toan may chu va ting dung.

- Quan ly an toan dir li¢u.

- Quan 1y sy ¢b an toan thong tin.

- Quan Iy an toan ngudi st dung dau cubi.

Pbi v4i nhimg yéu cau quan 1y chua dap Gmg cac yéu cau an toan trong
Thuyét minh nay, Pon vi van hanh s& cap nhat, b6 sung trinh Cha quéan hé thng
thong tin ban hanh trong vong 01 thang, ké tir khi HSPXCD duoc phé duyét.

I1. Thuyét minh phwong an vé ky thuat bao gdom cac ndi dung
1. Bao dam an toan mang

1.1. Thiét ké hé thong

1.2. Kiém so4t truy cap tir bén ngoai mang
1.3. Kiém soat truy cap tir bén trong mang
1.4. Nhat ky hé thong

1.5. Phong chéng xam nhap

1.6. Bao vé thiét bi h¢ thong

2. Bao dam an toan may chu

2.1. Xac thuc

2.2. Kiém soat truy cap

2.3. Nhat ky hé théng

2.4. Phong chéng xam nhap
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2.5. Phong chéng phan mém doc hai
2.6. X Iy may chu khi chuyén giao
3. Bdo dam an toan ing dung
3.1. Xac thuc
3.2. Kiém soat truy cip
3.3. Nhat ky hé thong
3.4. An toan tmg dung va mi ngudn
4. Bao dam an toan dir liéu
4.1. Bao mat dur liéu
4.2. Sao luu du phong
Dbi véi cac yéu cau ki thuat chua dap tng yéu ciu an toan co ban trong
Thuyét minh nay, Pon vi van hanh s& trién khai nang cép, thiét 1ap cu hinh hé
théng dé dap ung yéu cau trong vong 12 thang, ké tir khi HSBXCP dugc phé
duyét.
Trén co s& do, thuyét minh phuong an bao dam an toan théng tin cho Hé

théng thdng tin UBND huyén Pak Glong sé& bao gom cac thuyét minh thanh phan
Sau:

Cap d6 dé

STT Hé thong A¢
Xu

Noi dung thuyét minh

Thuyét minh phuong an dap
1 | ang yéu cau ky thuat doi voi 2 Phu luc I
Hé théng Mang LAN

Thuyét minh phuong an dap
2 fl’l’ig y?u cau k¥ thuAét in Vo1 1 Phuy Iyc 11
H¢ thong Trang thong tin
dién tr
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PHU LUC I

THUYET MINH PHUONG AN PAP UNG YEU CAU KY THUAT POI

VOI HE THONG MANG LAN VOI CAP PQ 2

Hé thdng mang LAN UBND huyén Pik Glong dugc xay dung dé phuc vu
hoat dong ndi bd cua co quan, t chirc va co xur Iy thong tin riéng, thong tin ca
nhan cta nguoi st dung nhung khong xtr Iy thong tin bi mat nha nudce theo quy
dinh cua phdp luat, can ct theo quy dinh tai Khoan 1 Diéu 8 Nghi dinh
85/2016/ND-CP, h¢ thong nay dugc dé xuat cap do 2.

6.1.1. Thiét 1ap chinh sich an toan théng tin

6.1.1.1. Chinh sach an toan thong tin

Yéu cau

Xay dung chinh sach, quy trinh quan ly, van hanh hoat dong
binh thudng ciia hé théng nham bao dam tinh sin sang cua hé
thdng trong qua trinh van hanh, khai thac.

Hién trang

Pap g (Tham chiéu Quy ché bdo dam an toan, an ninh Hé
théng théng tin cia UBND huyén Pdk Glong theo Quyér dinh
s6 1406/0P-UBND ngay 31/5/2024)

Phwong an

Quaén ly an toan mang

(Tham chiéu Piéu 10 Quy ché bdo dam an toan, an ninh Hé
théng théng tin ciza UBND huyén Pdk Glong theo Quyér dinh
s6 1406/0P-UBND ngay 31/5/2024)

1. Hoat dong cua hé théng phai duoc giam sat thudong xuyén,
lién tuc, bao dam tinh kha dung cua hé théng.

2. Toan bd ciu hinh hé théng phai dugc sao luu, du phong trén
thiét bi hodc hé théng luu trir doc 1ap, dinh ky 01 thang/lan.

3. Khi thuc hién nang cip, thay d6i cau hinh hé thong phai thuc
hién ngoai g1 lam viéc.

4. Phai kiém tra hoat dong tong thé ciia hé thong sau khi thay
d6i cau hinh hodc nang cap hé thong.

5. Cap nhat, sao luu du phong va khoéi phuyc sau khi xdy ra su
cb:

a) Pinh ky hang thang hodc khi c6 thay d6i, bo phan chuyén
trach thuc hién sao luu, du phong hé thong trén hé thdng doc lap
nhu USB, DVD hoac SAN.
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b) Céc dir lidu sau yéu cau sao luu, du phong: tap tin cau hinh
hé thdng, anh hé diéu hanh may chu, co sd dit liéu; dir liéu, thong
tin nghi¢p vu.

6. Truy cap va quan Iy cau hinh hé théng:

a) Cau hinh hé thong tu xa phai st dung cac gido thirc bao mat
c6 ma hoa thong tin nhu SSL, TSL, SSH, VPN.

b) Khi cau hinh hé théng tir bén ngoai phai thong qua két ndi
VPN.

¢) Toan bd ciu hinh hé thdng phai duoc luu trén thiét bi hodc hé
théng luu trir doc lap.

Quan ly an toan may chu va ing dung

(Tham chiéu Piéu 11 Quy ché bdo dam an toan, an ninh Hé
théng théng tin ciza UBND huyén Pdk Glong theo Quyér dinh
s6 1406/0P-UBND ngay 31/5/2024)

Quy dinh vé quéan 1y an toan may chil va (mg dung:

1. Quy dinh v61 may chu

a) Hoat dong cua may chu phai dugc giam sat thuong xuyén,
lién tuc, bao dam tinh kha dung ctia ing dung.

b) Anh hé diéu hanh phai dugc sao luu du phong trén hé thong
I triv doc 1ap dinh ky 01 thang/1an.

¢) May chil phai duoc nang cap, xtr 1y diém yéu an toan thong
tin trén may chu trude khi dua vao str dung.

d) Viéc két ndi, g& bo may chu khoi hé thong phai duge su cho
phép cua Thu trudng don vi va xo6a sach dir ligu.

d) C6 tai liéu liét ké, cai dat voi nhitng phan mém hé thong cai
trong may chu.

2. Quy dinh v6i img dung:

a) Hoat dong cua trng dung phai dugc giam sat thuong xuyén,
lién tuc, bao dam tinh kha dung cua tng dung.

b) Ung dung phai dugc thiét 1ap chinh sach xac thuc; Kiém so4t
truy cap; Co phuong an bao mat thong tin lién lac va bién phap
bao dam an toan ung dung va ma ngudn.
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¢) Ung dung phai duoc dinh ky kiém tra danh gia an toan thong
tin 2 nam/14n hodc khi thay d6i, nang cip mé rong.

3. Truy cap mang cua may chu:

a) Két ndi, truy cap may chu phai dugc kiém soat boi tudng lira
hé thong.

b) Chi mé cong quan tri hé théng tir ving mang LAN hoic ving
mang quan tri (néu c6).

c¢) Truy c@p quan tri may chu tir bén ngoai mang phai qua kénh
kétndi VPN.

4. Truy cap va quan tri may chu va ung dung:

a) Dinh ky 03 thang thay doi cac tai khoan, mat khau mic dinh
ngay khi dua hé diéu hanh, phan mém vao sur dung.

b) Chi cp quyén quan Iy may chu va tmg dung cho can bd quan
tri theo chirc ndng nhi€ém vu dugc giao.

c¢) Truy cap quan tri may chu va img dung phai qua giao thirc
ma hoa nhu SSL, TLS, SSH va VPN.

d) Truy cap quan tri may chu va ing dung tir bén ngoai mang
phai qua kénh két ndi VPN.

5. Quy dinh vé cap nhat, sao luu dy phong va khoi phyc sau khi
Xay ra su co:

a) Pinh ky hang thang hoic khi nang cap tmg dung phai sao luu,
du phong ma ngudn tmg dung va co s& dit liéu trén thiét bj hodc
hé thong doc lap.

b) D licu luu trit phai dugc ma hoa cung ma kiém tra tinh
nguyen ven.

c¢) Dt li¢u luu trir phai dugc quan 1y theo phién ban va c6 quan
1y truy cép.

Quan ly an toan dir liéu

(Tham chiéu Piéu 12 Quy ché bdo dam an toan, an ninh Hé
thong thdng tin ciza UBND huyén Pdk Glong theo Quyét dinh
s6 1406/0P-UBND ngay 31/5/2024)

1. Quy dinh du phong va khoéi phuc dir liéu:
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a) DPinh ky hang tuan phai sao luu, du phong co sé dir liéu va dir
liéu nghiép vu (néu co) trén thiét bi hodc hé théng doc lap.
b) Dt li€u luu trtr phai dugc ma héa cung ma kiém tra tinh
nguyén ven.
c¢) Dt li€u luu trt phai dugc quan ly theo phién ban va c6 quan
1y truy cap.
2. Pinh ky hang thang hodc khi c6 thay ddi cau hinh trén hé
thng thyc hién quy trinh sao luu du phong: tap tin cAu hinh hé
thong, ban du phong hé diéu hanh may chi, co sé dir lidu; dir
li¢u, thong tin nghi¢p vu.
3. Ban sao luu duoc luu trir trén thiét bi hodc hé théng doc lap.
Quan Iy sw cd an toan thong tin
(Tham chiéu Piéu 13 Quy ché bdo dam an toan, an ninh Hé
théng théng tin ciia UBND huyén Pak Glong theo Quyér dinh
s6 1406/0P-UBND ngay 31/5/2024)

1. Thuc hién c6 lap hé thong, ngat két noi véi cac hé
thong lién quan khac.

2. Khi ¢d sy ¢b an toan thong tin xay ra, bo phan chuyén
trach phai sao luu, du phong toan bo hién trang hé thong trudc
khi xur ly su co.

3. Lién hé véi dau mdi tng cau su ¢ theo thong tin dua
ra duoi day:

a) S¢ Thong tin va Truyén thdng tinh Bak Nong

- Nguoi lién hé: Tran Minh Lam

- S6 dién thoai: 08483000009.

- Email: lamtm.stttt@daknong.gov.vn.

b) Cuc An toan thdng tin/Trung tdm Ung ctu khan cap
khdong gian mang Viét Nam (VNCERT/CC).

- Nguoi lién hé/bo phan: Phong Ung ctiu sy ¢6
- S6 dién thoai: 0869 100 317
- Email: ir@vncert.vn

- B4o c40 su ¢6 qua nén tang diéu phéi, xu ly sy ¢b an
toan thong tin mang quoc gia: https://irlab.vn
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- B4 cd0o su cd qua website cua VNCERT/CC:
https://vncert.vn.

Quan ly an toan ngudi sir dung dau cuoi

(Tham chiéu Piéu 14 Quy ché bdo dam an toan, an ninh Hé
théng théng tin cia UBND huyén Pdk Glong theo Quyér dinh
s6 1406/Q0D-UBND ngay 31/5/2024)

1. Khi két ndi thiét bi luu trir ngoai nhu 6 ctng di dong, céc loai
thé nhd, thiét bi luu trir USB,... phai quét virus trude khi doc
hodc sao chép dir li¢u.

2. Khong str dung cac may tinh thudc sé hiru ca nhan (may xach
tay cua ca nhan, PDA) hodc nhiing thiét bi luu trix di dong ca
nhan vao mang quan tri hodc nghiép vu. Han ché tbi da viéc sir
dung céc thiét b luu trir ngoai dé sao chép, di chuyén dit liéu.

3. Thiét 1ap mang cong cong cho cic may tinh thudc so hiru ca
nhan (may xach tay ciia ca nhan, PDA) hodc nhimng thiét bi luu
trtr di dong ca nhan va c6 quan ly truy cdp vung mang nay voi
cac viung mang khac trong hé thong.

4. May tinh nguoi st dung phai dugc thiét 1ap ché do cap nhat
ban va tu dong va phan mém phong chdng ma doc.

6.1.1.2. Xay dung va cong bo

Yéu cau

Chinh sach duoc t6 chirc/ b phan duge ty quyén thong qua
trude khi cong bd ap dung.

Hién trang

Pap wng (Tham chiéu Piéu 20 Quy ché bdo dam an toan, an
ninh H¢ thong théng tin cia UBND huyén Pdk Glong theo
Quyét dinh sé 1406/QD-UBND ngay 31/5/2024)

Quy ché nay duoc to chire/bd phan trinh ngudi diing dau don vi

Phuwong an | <77~ ) R P
van hanh trudce khi cong bo ap dung.
6.1.1.3. Ra soat, sira doi
Yéu cau Chinh sach an toan théng tin kiém tra lai tinh phu hop va thuc

hién ra soat, cap nhat, bd sung.

Hién trang

Dap wng (Tham chiéu Dieu 21 Quy ché bao dam an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyet dinh so 1406/QP-UBND ngay 31/5/2024)
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Phwong 4n 1. Binh ky 03 ndm hoic khi ¢ thay d6i Quy ché bao dam
an toan thong tin kiém tra lai tinh phu hop va thyuc hién ra soat,
cap nhat, bo sung.

2. C6 hd so luu lai théng tin phan hdi cua ddi twong ap
dung chinh séch trong qué trinh trién khai, 4p dung chinh séch
an toan thong tin.

6.1.2. To chirc bao dam an toan thong tin

6.1.2.1. Pon vi chuyén trach vé an toan théng tin

C6 cong chuc ¢o6 trach nhiém bao dam an toan thong tin cho h¢

Yéu céu . R
thong thong tin.

Hién trang | Pap ing (Tham chiéu Dieu 6 Quy che bao dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh sé 1406/0P-UBND ngay 31/5/2024)

Phwong an 1. Giao Phong Vian hoa va Thong tin 1a b phan chuyén
trach vé an toan thong tin, co6 trach nhi€ém bao dam an toan thong
tin cho hé thong thong tin

2. Tuan thu cac quy dinh vé trach nhiém cua bo phan
chuyén trach vé an toan thong tin duoc giao tai Quy ché nay.

6.1.2.2. Phéi hop véi nhiing co quan/toé chirc cé6 tham quyén
6.1.2.2.a. Cé dau mdi lién hé, phdi hop véi cac co quan, té chire c¢6 tham
quyén quan ly vé an toan théng tin

Yéu cau C6 dau moi lién hé, phdi hop voi cac co quan, t6 chire cd tham
quyén quan ly v€ an toan thong tin

Hi¢n trang | Dap dng (Tham chiéu Diéu 5 Quy ché bdao dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh so 1406/0D-UBND ngay 31/5/2024)

Phwong an | Xdy dung Quy ché bao dam an toan thong tin cho hé thdng, bao
gdm nhing nodi dung sau:

Giao Phong Vin hoa va Thong tin huyén Pak Glong 1a ¢au mbi
lién h¢, phoi hop voi cac co quan, t6 chirc c6 tham quyén quan
1y v€ an toan thong tin.
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6.1.2.2.b. Cé dau méi lién hé, phoi hop véi cic co quan, to chirc trong
cong tac hd tro diéu phoi xir Iy sw ¢d an toan thong tin

Yéu cau

Cé6 dau moi lién h¢, phdi hop vai cac co quan, td chuc trong
cong tac ho trg diéu phoi xur Iy sy co an toan thong tin

Hién trang

Dip g (Tham chiéu Diéu 5 Quy ché bao dim an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh sé 1406/0P-UBND ngay 31/5/2024)

Phwong an

Xay dung Quy ché bao dam an toan thong tin cho hé thong, bao
gdm nhitng ndi dung sau:

Pau mbi lién hé, phdi hop véi cac co quan, to chiic trong cong
tac ho tro di€u phoi xur Iy su ¢6 an toan thong tin:

a) S¢ Thong tin va Truyén thong tinh Bak Néng

- Nguoi lién hé: Tran Minh Lam.

- S6 dién thoai: 0848300009

- Email: lamtm.stttt@daknong.gov.vn

b) Cuc An toan théng tin/Trung tdm Ung ctru khan cap
khdong gian mang Viét Nam (VNCERT/CC)

- Nguoi lién hé/bo phan: Phong Ung ctiu su co.
_ S dién thoai: 0869 100 317.

- Email; ir@vncert.vn.

- B40 c4o su ¢ qua nén tang diéu phdi, xir Iy su ¢é an
toan thdng tin mang qudc gia: https://irlab.vn

- B4o c4o su ¢ qua website caa VNCERT/CC:
https://vncert.vn

6.1.2.2.c. Tham gia cac hoat dong, cong tic bao dam an toan thong
tin khi ¢6 yéu cau ciia to chirc c6 thim quyén

Yéu cau

Tham gia céc hoat dong, cong tdc bao ddm an toan thong tin khi
cd yéu cau cua toé chirc c6 tham quyén

Hién trang

Dap irng (Tham chiéu Diéu 6 Quy ché bdo dim an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh so 1406/Q0D-UBND ngay 31/5/2024)
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Phwong an | Bo phan chuyén trach vé an toan thong tin 1a ddu mdi tham gia
cac hoat dong, cong tac bao dam an toan théng tin khi cé yéu
cau cuaa td chirc co tham quyén

6.1.3. Biao dam ngudn nhan luc
6.1.3.1. Tuyén dung

Yéu ciu Can bo dugc tuyén dung vao vi tri 1am vé an toan thdng tin
c6 trinh @6, chuyén nganh vé linh vuc céng nghé thng tin, an
toan thdng tin, phd hop vai vi tri tuyén dung.

Hién trang | Pap ung

Phwong an | Xay dung Quy ché bao d¢am an toan thong tin cho hé thdng, bao
gém nhing nodi dung sau:

Quy dinh vé tuyén dung can bo va diéu kién tuyén dung cén bo:

Can bd duoc tuyén dung vao vi tri 1am vé an toan thong tin c6
trinh d9, chuyén nganh phu hop véi vi tri tuyén dung.

6.1.3.2. Trong qua trinh lam viéc
6.1.3.2.a. C6 quy dinh vé viéc thuc hién ndi quy, quy ché bao dam an toan
thong tin cho nguoi sir dung, cian b quan Iy va van hanh hé thong

Yéu cau C6 quy dinh vé viéc thyc hién nodi quy, quy ché bao dam an toan
thong tin cho nguoi st dung, can by quan 1y va van hanh h¢
théng

Hién trang | Pap dng(Tham chieu Diéu 6 Quy ché bao dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh sé 1406/0P-UBND ngay 31/5/2024)

Phwong an | Xay dung Quy ché bao dam an toan théng tin cho hé théng, bao
gdm nhitng ndi dung sau:

Quy dinh vé viéc thuc hién bao dam an toan thong tin trong qua
trinh lam viéc:

Trach nhiém bdo ddm an toan thong tin cho nguoi st dung, can
bd quan 1y va van hanh hé thong

a) V&i nguoi su dung:
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- Nguoi stir dung 6 trach nhiém dam bao ATTT d6i voi timg vi
tri cong vigc.

- Phai duogc thuong xuyén to chirc quén triét cac quy dinh vé
ATTT, nham nang cao nhan thuc vé trach nhiém dam bao
ATTT.

- Phai c6 trach nhiém tu quan 1y, bdo quan thiét bi ma minh duoc
giao sir dung; khong ty v thay ddi, thao l1ap thiét bi.

b) V&i can bd quan 1y va van hanh hé théng

- Can b quan 1y va van hanh hé thong phai thiét 1ap phuong
phép han ché truy cp mang khong day, giam sat va diéu khién
truy cap khong day, t6 chirc sir dung chimg thue va mé hoa dé
bao vé truy cap khong day téi hé théng thong tin.

- Can bd quan 1y va van hanh hé thong phai to chirc quan 1y dinh
danh ddi voi tat ca nguoi ding tham gia sir dung hé thong thong
tin.

6.1.3.2.b. C6 ké hoach va dinh ky hang nim t6 chirc pho bién, tuyén
truyén nang cao nhin thirc vé an toan thong tin cho nguoi sir dung

Yéu cau C6 ké hoach va dinh ky hang nam t6 chirc phd bién, tuyén truyén
nang cao nhan thirc vé an toan thong tin cho nguoi sir dung

Hi¢n trang | Pap tng (Tham chieu Diéu 6 Quy ché béo dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh sé 1406/0D-UBND ngay 31/5/2024)

Phwong an | Xay dung Quy ché bao dam an toan thong tin cho hé thong, bao
gdm nhing ndi dung sau:

Ké hoach va dinh ky hang nim t6 chirc dao tao vé an toan théng
tin cho 03 nhom doi tuong bao gém: can bg ky thuat, can bo
quan 1y va nguoi st dung trong hé théng.

6.1.3.3. Cham diit hoiic thay doi cong viéc

Yéu ciu Can bd chdm dit hodc thay d6i cong viéc phai thu hoi thé truy
6.1.3.3.a cap, thong tin dugc luu trén cac phuong tién luu trit, cac trang
thiét b1 mady moc, phan ciing, phan mém va céc tai san khac (néu
c6) thudc so hitu cua to chire
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Hi¢n trang | Pap tmg (Tham chiéu Diéu 6 Quy ché bdo dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh sé 1406/0P-UBND ngay 31/5/2024)

Phwong an | Xay dung Quy ché bao dam an toan thong tin cho hé thdng, bao
gdm nhitng ndi dung sau:

Quy dinh dbi v6i can bd nghi hodc thay ddi cong viéc:

a) Cén bo nghi hodc thay d6i cong viée phai thu hdi thé truy cap,
thong tin duoc luu trén cac phuong tién luu trit, cac trang thiét
bi may moc, phan ctng, phan mém va céc tai san khac thudc so
hiru cia to chic.

b) B phan chuyén trach vo hiéu hoa tat ca cac quyén ra, vao,
truy cap tai nguyén, quan tri hé thong sau khi can bo thdi viéc.

Yéu cau Cé6 quy trinh va thyc hién vo hiéu hoa tAt ca céac quyén ra, vao,
6.1.3.3.b truy cap tai nguyén, quan tri hé thong sau khi can bo thdi viéc.

Hién trang | Pap ing (Tham chiéu Dieu 6 Quy che baio dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh sé 1406/0P-UBND ngay 31/5/2024)

Phuong an | Xay dung Quy ché bao dam an toan thong tin cho hé thong, bao
gdm nhitng ndi dung sau:

B phan chuyén trach vé an toan théng tin thuc hién vo hiéu hoa
tat ca cac quyén ra, vao, truy cap tai nguyén, quan tri hé thong
sau khi can bo thdi viéc.

6.1.4. Quan ly thiét ké, xdy dung hé thong thong tin

6.1.4.1. Thiét ké an toan hé thong thong tin

6.1.4.1.a. Cé tai liéu md ta quy md, pham vi va ddi twong sir dung, khai
thac, quan ly van hanh hé¢ thong thong tin

Yéu cau C6 tai liéu md ta quy md, pham vi va déi tuong sir dung, khai
thac, quan 1y van hanh hé thong thong tin

Hi¢n trang | Pap dng (Tham chiéu Diéu 7 Quy ché bao dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh so 1406/0D-UBND ngay 31/5/2024)
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Phwong an | Xay dung Quy ché bao dam an toan thong tin cho hé thdng, bao
gdm nhitng ndi dung sau:
B phan chuyén trach xay dung tai li€éu mo td quy mo, pham vi
va dbi tuong str dung, khai thac, quan 1y van hanh hé théng thong
tin va thuyét minh trong Hd so dé xuat cip do cua hé thong.
6.1.4.1.b. C6 tai liéu mo ta thiét ké va cac thanh phin cia hé thong
thong tin
Yéu ciu C6 tai liéu mo ta thiét ké va cac thanh phan cua hé thong thong

tin

Hién trang

Dap ng (Tham chiéu Dieu 7 Quy ché bao dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh sé 1406/0P-UBND ngay 31/5/2024)

Phwong an | Xay dung Quy ché bao dam an toan thong tin cho hé thong, bao
gém nhing ndi dung sau:
Bo phan chuyén trach xdy dung tai liéu mo ta thiét ké va cac
thanh phan cua hé thong thong tin thuyét minh trong Ho so dé
xuét cAp do cua hé thong.
6.1.4.1.c. Co tai licu mo ta phwong an biao dim an toan thong tin theo
cap do
Yéu ciu C6 tai liéu mo ta phuong an bao dam an toan thong tin theo cip

do

Hién trang

Dap ing (Tham chiéu Dieu 7 Quy ché bdo dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh so 1406/0D-UBND ngay 31/5/2024)

Phuwong an

Xay dyng Quy ché bao dam an toan thong tin cho hé thong, bao
gdm nhitng ndi dung sau:

B6 phan chuyén trach xay dung tai li¢u mo ta phuong an bao
dam an toan thong tin theo cAp do cua hé thong thong tin thuyét
minh trong HO so dé xuat cap d6 cta hé thong.
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6.1.4.1.d. Cé tai liéu mé ta phwong an lya chon giai phap cong nghé bio
dam an toan thong tin

Yéu ciu C6 tai liéu mo ta phuong an lya chon giai phap cong nghé bao
dam an toan thong tin

Hi¢n trang | Pap tmg (Tham chiéu Diéu 7 Quy ché béo dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh so 1406/0D-UBND ngay 31/5/2024)

Phwong an | Xay dung Quy ché bao dam an toan thong tin cho hé thdng, bao
gdm nhitng ndi dung sau:

B6 phan chuyén trach xay dung tai liéu moé ta phuong an lya
chon gidi phap cong nghé bdo dam an toan thong tin ctua hé
thdng thong tin thuyét minh trong Ho so dé xuat cp do cua hé
théng.

6.1.4.1.d. Khi c6 thay d6i thiét ké, danh gia lai tinh phi hop clia phuong
an thiét ké d6i véi cac yéu ciu an toan dit ra doi véi hé thong

Yéu cau C6 quy dinh khi ¢ thay doi thiét ké, danh gia lai tinh phu hop
ctia phuong an thiét ké dbi véi cac yéu cau an toan dat ra dbi
v6i hé théng

Hién trang | Pap ing (Tham chiéu Dieu 7 Quy ché bao dam an toan, an ninh
H¢ thong thong tin cua UBND huyen Dak Glong theo Quyet
dinh sé 1406/0D-UBND ngay 31/5/2024)

Phuong an | Xay dung Quy ché bao dam an toan thong tin cho hé thong, bao
gdm nhitng ndi dung sau:

Bo phan chuyén trach khi ¢ thay doi thiét ké, danh gia lai tinh
phit hop cta phuong an thiét ké dbi voi cac yéu cau an toan dit
ra d6i voi hé théng, bao cao Lanh dao quyét dinh trude khi thuc
hién thay doi.

6.1.4.2. Phat trién phan mém thué khoan
6.1.4.2.a. Cé bién ban, hop dong va cac cam két d6i véi bén thué khoan céc
ndi dung lién quan dén viéc phat trién phan mém thué khoan

Yéu cau Co bién ban, hgp dong va cac cam két doi voi bén thué khoan
cac ndi dung li€én quan dén viéc phat trién phan mém thué khoan
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Hi¢n trang | Pap dng (Tham chiéu Diéu 8 Quy ché bao dam an toan, an ninh
H¢ thong thong tin cia UBND huyén Dak Glong theo Quyet
dinh sé 1406/0P-UBND ngay 31/5/2024)

Phwong an | Xay dung Quy ché bao d¢am an toan thong tin cho hé thdng, bao
gdm nhitng ndi dung sau:

Quy dinh dbi véi viéc phat trién phan mém thué khoan:

Yéu cau co bién ban, hop dong va cac cam két ddi v6i bén thué
khoan cac noi dung lién quan dén viéc phat trién phan mém thué
khoan.

6.1.4.2.b. Yéu cau cic nha phat trién cung cAp mi nguon phin mém

Yéu cau C6 quy dinh y€u cau cac nha phat trién cung cap ma ngudn phan
mém

Hi¢n trang | Pap tmg (Tham chiéu Diéu 8 Quy ché bdo dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh so 1406/0D-UBND ngay 31/5/2024)

Phwong an | Xay dung Quy ché bao dam an toan thong tin cho hé thdng, bao
gém nhing ndi dung sau:

Quy dinh dbi véi viéc phat trién phan mém thué khoan:

a) Cac nha phat trién cung cap ma ngudn phan mém cho bd phan
chuyén trach.

b) B6 phan chuyén trach co trach nhiém quan 1y va luu trit ma

nguodn an toan.

6.1.4.3. Thir nghiém va nghiém thu hé théng
6.1.4.3.a. Thuc hién kiém thir hé thong trwée khi dwa vao van hanh, khai
thac sir dung

Yéu cau C6 quy dinh vé viéc thyc hién kiém thtr hé thong trude khi dua
vao van hanh, khai thac sir dung

Hi¢n trang | Pap dng (Tham chiéu Diéu 9 Quy ché bao dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh so 1406/0D-UBND ngay 31/5/2024)
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Phwong an | Xay dung Quy ché bao dam an toan thong tin cho hé thdng, bao
gdm nhitng ndi dung sau:

Quy dinh dbi véi viée thir nghiém va nghiém thu hé théng:

1. Bén trién khai xay dung ké hoach, noi dung thtr nghiém h¢
thdng trude khi thyc hién thir nghiém va nghiém thu hé thong.
2. Pon vi van hanh thuc hién kiém thir hé théng trudce khi dua
vao van hanh, khai thac theo phuong an thiét ké dugc phé duyét

trong HO so dé xuat cap do.

6.1.4.3.b. C6 noi dung, ké hoach, quy trinh thir nghiém va nghi¢m thu hé
thong

Yéu cu Co yéu cau vé ndi dung, ké hoach, quy trinh thir nghiém va
nghiém thu hé théng

Hi¢n trang | Pap dng (Tham chiéu Diéu 9 Quy ché bao dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh so 1406/0D-UBND ngay 31/5/2024)

Phuwong an | Quy dinh ddi v6i viéc thir nghiém va nghiém thu hé thong:

B6 phén chuyén trach va bén trién khai hé théng xay dung ké
hoach, quy trinh thir nghiém va nghiém thu hé théng, trinh Lanh
dao don vi phé duyét trude khi dwa hé théng vao van hanh, khai
thac.

6.1.4.3.c. C6 by phan cé trach nhiém thwe hién thir nghiém va nghiém
thu hé thong

Yéu cau C6 bd phan c6 trach nhiém thuc hién thir nghiém va nghiém thu
hé théng

Hi¢n trang | Pap tmg (Tham chiéu Diéu 9 Quy ché béo dam an toan, an ninh
H¢ thong thong tin cua UBND huyén Dak Glong theo Quyet
dinh so 1406/0D-UBND ngay 31/5/2024)

Phwong an | Quy dinh ddi véi viéc thir nghiém va nghiém thu hé théng:

B6 phéan chuyén trach phdi hop véi bén trién khai hé thong thyc
hién thir nghiém va nghiém thu hé thdng, trudc khi dua vao van
hanh, khai thac.
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6.1.5. Quan Iy van hanh hé thong thong tin
6.1.5.1. Quan ly an toan mang
6.1.5.1.a. Quan Iy, vin hanh hoat djng binh thudng ciia hé thong

Yéu cau C6 quy dinh vé quan 1y, van hanh hoat dong binh thuong cta hé
thong

Hi¢n trang | Pap tmg (Tham chiéu Diécu 10 Quy ché bao dam an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyer dinh so 1406/0D-UBND ngay 31/5/2024)

Phwong an | Xay dung Quy ché bao ddm an toan thong tin cho hé thdng, bao
gdm nhitng ndi dung sau:

Quy dinh vé quan Iy an toan mang:

1. Hoat dong ctia hé théng phai dugc giam sat thuong xuyén,
lién tuc, bao dam tinh kha dung cua hé thong.

2. Toan bo ciu hinh h¢ théng phai duoc sao luu, dy phong trén
thiét b1 hoac h¢ thong luu trir doc lap, dinh ky 01 thang/1an.

3. Khi thuc hién nang cp, thay doi ciu hinh hé théng phai thuc
hién ngoai gio lam vigc.

4. Phai kiém tra hoat dong tong t’hé ctia hé thong sau khi thay
do6i cau hinh hoac nang cap hé thong.

6.1.5.1.b. Cip nhit; sao lwu du phong céc tip tin cAu hinh hé thong va
khoi phuc hé thong sau khi xay ra sw ¢6

Yéu cau C6 quy dinh vé cap nhat; sao luu du phong céc tap tin cau hinh
hé thdng va khoi phuc hé thdng sau khi xay ra su cb

Hi¢n trang | Pap g (Tham chiéu Diécu 10 Quy ché bao dam an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyet dinh so 1406/0P-UBND ngay 31/5/2024)

Phuong 4n | 5. Cép nhat, sao luu du phong va khéi phuc sau khi xay ra su
Cco:

a) Dinh ky hang thang hoac khi ¢6 thay ddi, bd phan chuyén
trach thuc hién sao luu, du phong hé thong trén hé thong doc
lap nhu USB, DVD hoic SAN.
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b) Céc dir ligu sau yéu cau sao luu, dy phong: tap tin cau hinh
hé thong, anh hé diéu hanh may chu, co s¢ dir liéu; dir liéu,
thong tin nghiép vu.

6.1.5.1.c. Truy cip va quan ly cAu hinh h¢ thong

Yéu cau

Truy cip va quan 1y cAu hinh hé théng

Hién trang

Dap g (Tham chiéu Pieu 10 Quy ché bao dam an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyet dinh so 1406/0D-UBND ngay 31/5/2024)

Phuwong an

6. Truy cap va quan Iy cau hinh hé théng:

a) Cau hinh hé thong tu xa phai sir dung cac giao thic bao mat
c6 ma hoa thong tin nhu SSL, TSL, SSH, VPN.

b) Khi cau hinh hé théng tir bén ngoai phai thong qua két ndi
VPN.

¢) Toan bo cau hinh hé thong phai dugc luu trén thiét bj hoac
hé thong luu trir doc lap.

6.1.5.2. Quan ly an toan may chi va irng dung

6.1.5.2.a. Quan ly, van hanh hoat dong binh thwong cia hé théng may
chi va dich vu

Yéu cau

C6 quy dinh vé quan 1y, van hanh hoat dong binh thuong cta hé
théng may chi va dich vu

Hién trang

Dap ng (Tham chiéu Dieu 11 Quy ché bdo dam an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyet dinh so 1406/0D-UBND ngay 31/5/2024)

Phwong an

Xay dung Quy ché bao dam an toan thong tin cho hé théng, bao
gdm nhing nodi dung sau:

Quy dinh vé quan Iy an toan mdy chu va tmg dung:

1. Quy dinh v&1 may chu

a) Hoat dong cua may chu phai dugc giam sat thuong xuyén,
lién tuc, bao dam tinh kha dung ctia img dung.

b) Anh hé diéu hanh phai duogc sao luu dy phong trén hé thong
luu trit doc 1ap dinh ky 01 thang/lan.
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c) May chii phai duoc ning cap, xt 1y diém yéu an toan théng
tin trén may chu trude khi dua vao st dung.

d) Viéc két ndi, gd béo may chu khoi hé théng phai dugc sy cho
phép cua Thu truong don vi va xoa sach dir ligu.

d) Co tai lidu liét ké, cai dat voi nhitng phan mém hé thong cai
trong may chu.

2. Quy dinh voi img dung:

a) Hoat dong cua tmg dung phai dugc giam sat thuong xuyén,
lién tuc, bao dam tinh kha dung cua rng dung.

b) Ung dung phai duoc thiét lap chinh sach xéac thuc; Kiém soat
truy cap; Co phuong an bao mat thong tin lién lac va bi¢n phap
bao dam an toan ung dung va mi ngudn.

¢) Ung dung phai duoc dinh ky kiém tra danh gia an toan
thong tin 2 nam/lan hoic khi thay doi, ning cAp mé rong.

6.1.5.2.b. Truy cap mang ctia may chi

Yéu cau

C6 quy dinh quan 1y truy cap mang ciia may chu

Hién trang

Dap ng (Tham chiéu Hieu 11 Quy ché bdo dam an toan, an
ninh He¢ thong thong tin cua UBND huyén Dak Glong theo
Quyet dinh so 1406/0D-UBND ngay 31/5/2024)

Phwong an

3. Truy cép mang ctia may chu:

a) Két ndi, truy cap may cha phai dugc kiém soat boi tuong lia
hé thong.

b) Chi m& cong quan tri hé thong tir ving mang LAN hodc ving
mang quan tri (néu co).

c¢) Truy cép quan tri may chu tir bén ngoai mang phai qua kénh
két ndi VPN.

6.1.5.2.c. Truy cap va quan tri may chi va ing dung

Yéu cau

Cé6 quy dinh quan 1y truy cap va quan tri may chua va img dung

Hién trang

Dap g (Tham chiéu Diéu 11 Quy ché bao dam an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyeét dinh so 1406/0D-UBND ngay 31/5/2024)
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Phwong an

4. Truy c@p va quan tri may chu va trng dung:

a) Dinh ky 03 thang thay doi cac tai khoan, mat khau mic dinh
ngay khi dua hé diéu hanh, phdn mém vao sir dung.

b) Chi cip quyén quan 1y may cha va img dung cho can bd quan
tri theo chirc nang nhi€ém vu dugc giao.

¢) Truy cap quan tri may chu va ung dung phai qua giao thirc

ma hoa nhu SSL, TLS, SSH va VPN.

d) Truy cap quan tri may cha va ung dung tr bén ngoai mang
phai qua kénh két ndi VPN.

6.1.5.2.d. Cap

nhit, sao luu du phong va khéi phuc sau khi xay ra sy 6

Yéu cau

C6 quy dinh vé cap nhat, sao luu dy phong va khéi phuc sau khi
X4y ra su o

Hién trang

Dap g (Tham chiéu Diéu 11 Quy ché bdo dam an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyét dinh s 1406/0P-UBND ngay 31/5/2024)

Phwong an

5. Quy dinh vé cap nhat, sao luu dy phong va khoéi phuc sau khi
Xay ra su co:

a) binh ky hang thang hoic khi nang cip tmg dung phai sao luu,
du phong ma ngudn tmg dung va co s& dit liéu trén thiét bi hoic
hé théng doc 1ap.

b) Dit liéu luu trit phai dugc mi hoa cing mi kiém tra tinh
nguyén ven.

c¢) Dir liéu luu trtr phai dugce quan 1y theo phién ban va c6 quan
1y truy cap.

6.1.5.3. Quan ly an toan dir li¢u

6.1.5.3.a. Chinh sach, quy trinh du phong va khoi phuc dir liéu

Yéu cau

Co chinh sach, quy trinh du phong va khéi phuc dir lidu

Hién trang

Dap wng (Tham chiéu Dieu 12 Quy ché bdo d@am an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyet dinh so 1406/QP-UBND ngay 31/5/2024)
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Phwong an | Xay dung Quy ché bao dam an toan thong tin cho hé thdng, bao
gdm nhitng ndi dung sau:

1. Quy dinh du phong va khoi phuc dir liéu:

a) Binh ky hang tuan phai sao luu, du phong co so dit lidu va dit
liéu nghiép vu (néu co) trén thiét bi hoic hé thong doc 1ap.

b) Dit liéu luu trit phai dugec md héa cing mi kiém tra tinh
nguyén ven.

c¢) Dir liéu luu trit phai duoc quan 1y theo phién ban va c6 quan
1y truy cép.

6.1.5.3.b. Pinh ky hoic khi c6 thay d6i cAu hinh trén hé thong thyc hién quy
trinh sao lwu du phong: tip tin cdu hinh hé thong, ban dw phong hé diéu
hanh may chu, co sé dir liéu; dir li€u, thong tin nghiép vu

Yéu cu C6 quy dinh dinh ky hodc khi c¢6 thay doi cu hinh trén hé théng
thuc hién quy trinh sao luu du phong: tip tin cau hinh hé théng,
ban du phong hé diéu hanh may chu, co s& dir ligu; dir ligu,
thong tin nghi¢p vu

Hién trang | Pap ung (Tham chiéu Piéu 12 Quy ché bdo dam an toan, an
ninh Hé thong thong tin cia UBND huyén Pdk Glong theo
Quyét dinh s6 1406/0D-UBND ngay 31/5/2024)

Phuong an | Xay dung Quy ché bao dam an toan thong tin cho hé thong, bao
gdm nhitng ndi dung sau:

2. binh ky hang thang hoic khi c6 thay doi cau hinh trén hé
thdng thuc hién quy trinh sao Iuu dy phong: tap tin cau hinh hé
théng, ban dy phong hé diéu hanh may chi, co so dit lidu; dit

ligu, thong tin nghiép vu.

3. Ban sao luu duoc luu trit trén thiét bi hodc hé thong doc 1ap.

6.1.5.4. Quan Iy sw ¢6 an toan thong tin

Yeéu cau Phuong an quan 1y su c6 an toan thong tin mang
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Hién trang

Pap g (Tham chiéu Pieu 13 Quy ché bao dam an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyeét dinh so 1406/0D-UBND ngay 31/5/2024)

Phwong an

Xay dung Quy ché bao dam an toan thong tin cho hé thong, bao
gdm nhitng ndi dung sau:
1. Thuc hién co lap hé thong, ngat két ndi véi cac hé thong lién
quan khac.
2. Khi c¢6 su cb an toan théng tin xay ra, bd phan chuyén trach
phai sao luu, du phong toan bo hi¢n trang hé théng trudc khi xur
Iy su cd.
3. Lién hé voi dau méi tmg ctru su cd theo thong tin dua ra dudi
day:
a) S& Thong tin va Truyén thong tinh Quang Ninh

- Nguoi lién hé: Tran Minh Lam

- S dién thoai: 08483000009.

- Email: lamtm.stttt@daknong.gov.vn.

b) Cuc An toan thdng tin/Trung tdm Ung ctu khan cap
khong gian mang Viét Nam (VNCERT/CC).

- Nguoi lién hé/bo phan: Phong Ung ctiu su ¢b

- S6 dién thoai: 0869 100 317

- Email: ir@vncert.vn

- B4o céo sy cd qua nén tang diéu phoi, xi 1y su ¢o an
toan thong tin mang quoc gia: https://irlab.vn

- B4o c4o su ¢6 qua website cua VNCERT/CC:
https://vncert.vn.

6.1.5.5. Quan Iy an toan ngudi sir dung dau cudi

Yéu cau

C6 quy dinh vé quan 1y truy cép, st dung tai nguyén ndi bo

Hién trang

Dap wng (Tham chiéu Dieu 14 Quy ché bao dam an toan, an
ninh H¢ thong thong tin cua UBND huyén Dak Glong theo
Quyet dinh so 1406/QP-UBND ngay 31/5/2024)

Phwong an

Xay dung Quy ché bao dam an toan thong tin cho hé théng, bao
gdm nhitng ndi dung sau:
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Quan ly an toan nguoi su dung dau cuoi:

1. Khi két nbi thiét bi luu trir ngoai nhu 6 cing di dong, cac loai
thé nhd, thiét bi luu trir USB,... phai quét virus trudc khi doc
hodc sao chép dir liu.

2. Khong str dung cac may tinh thudc sé hitu ca nhan (mdy xach
tay cua c4 nhan, PDA) hodc nhitng thiét bi luu trir di dong cé
nhan vao mang quan tri hoac nghiép vu.

3. Thiét 1ap mang cong cong cho cac may tinh thudc sé hitu ca
nhan (mdy xach tay ctia ca nhan, PDA) hoic nhiing thiét bi luu
trir di dong ca nhan va c6 quan ly truy cap vung mang nay vdi
cac ving mang khac trong hé thong.

4. May tinh ngudi st dung phai duoc thiét 1ap ché do cip nhat
ban va tu dong va phan mém phong chdng ma doc.

6.1.5.6. Phwong an Quéan ly rui ro an toan thong tin

Yéu cau

Co6 chinh sach, quy trinh quan 1y quan ly rui ro an toan thong tin

Hién trang

Pap wng (Tham chiéu Piéu 15 Quy ché bdo dam an toan, an
ninh H¢ thong thdng tin cia UBND huyén Pdk Glong theo
Quyét dinh sé 1406/QD-UBND ngay 31/5/2024)

Phwong an

X4y dung Quy ché bao dam an toan thong tin cho hé théng, bao
gdm nhitng ndi dung sau:

Quy dinh vé Quan 1y rui ro an toan thong tin:

Pon vi van hanh xay dung va ban hanh Ho so Quan 1y rii ro an
toan thong tin bao gom cac ndi dung sau:

a. Danh muc tai san thong tin, dir liéu co trong hé thong

2. Panh gia cac rai ro an toan thong tin doi véi mdi loai tai san.
3. C6 phuong an dy phong va khéi phuc sau sy cd doi voi thong
tin, dir li€u va ing dung.
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6.1.5.7. Phwong an Két thiic van hanh, khai thac, thanh Iy, hiiy bé hé thong
thong tin

Yéu cau Cé6 quy dinh, quy trinh vé Két thuc van hanh, khai thac, thanh
1y, huy bo

Hién trang | Pap tng (Tham chiéu Piéu 16 Quy ché bao dam an toan, an
ninh H¢ thong thong tin cia UBND huyén Pdk Glong theo
Quyét dinh sé 1406/0D-UBND ngay 31/5/2024)

Phwong 4n Quy dinh, quy trinh vé Két thic van hanh, khai thac, thanh 1y,
huy bo bao gdm céac ndi dung sau:

1. Thiét bi CNTT c6 chtra dit liéu (mdy tinh, thiét b luu tri, ...)
khi b1 hong phai dugc can bd van hanh kiém tra, stra chita, khéc
phuc. Phai c6 bién phap kiém tra, giam sat dam bao khong dé
lot 16 thong tin hay 1ay nhiém ma doc ddi véi may tinh mang ra
bén ngoai stra chira, bao hanh.

2. Trudc khi tién hanh thanh Iy/loai bo thiét bi cong nghé thong
tin cti, phai ap dung céac bién phép k¥ thuat xoa bo hoan toan dir
liéu ngudi dung da tao ra, ddm bao khong thé phuc hoi.

3. Cac phuong tién va thiét bi CNTT: May tinh c4 nhan (PC),
may tinh xach tay, may chu, cac thiét bi mang, phuong tién luu
trit nhuw CD/DVD, thé nhd, 6 ctng phai x6a sach dir liéu khi

chuyén giao hodc thay d6i muc dich st dung.
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PHU LUC II

THUYET MINH PHUONG AN KY THUAT POI VOI HE
THONG TRANG THONG TIN PIEN TU CAP PO 1

- Hé théng Trang thong tin dién tir cia UBND huyén Dak Glong dit tai
Trung tam Dir liéu Cong nghé va Truyén thong tinh Pak Nong, Hé thong dap
ung Online 24/7; HE théng duoc sao luu dir liéu tu dong, co6 hé théng bao mat
va phong chdng chay nd co ban dép ung theo Thong tu sb 03/2013/TT-BTTTT
ngay 22/01/2013 ctia B6 Thong tin va Truyén thong quy dinh ap dung tiéu chuén,
quy chuan k¥ thuat déi v6i Trung tam dit liéu.

- Phuc vu cho cong chuc, vién chuc, nguoi lao dong UBND huyén Pik
Glong; cung cip céac thong tin can thiét cho cac t6 chirc, ca nhan.

- Can ctr theo quy dinh tai Diéu 7 Nghi dinh sé 85/2016/ND-CP, hé théng
nay duoc dé xuat cap do 1. Phuong 4n bao dam an toan thong tin cap do 1 duogc
thuyét minh nhu dudi day:

6.2.1. Bdo dam an toan mang
6.2.1.1. Thiét ké hé thong

a) Cac vung mang trong hé théng:

STT Yéu cau P/A Ghi cha/Mb ta

Cung cap két n61 mang cho cac may
tram va cac thiét bi dau cudi, cac

1 | Vung mang ndi bd Co . ,
& Hang not be thiét bi khac cuia nguo1 st dung vao
hé théng
Cung cap cac két ndi hé théng ra
2 | Vung mang bién CO |bén ngoai Internet va cac mang

khac

b) Phuong 4n bdo dam an toan thong tin

STT Yéu ciu P/A Ghi chu/Mb ta

Céc thiét bi hé théng/may

Phuong 4n quan 1y truy cép, o cha duoc thiét lap cau

quan tri hé thong tir xa an toan hinh cho phép quan tri tu
Xa an toan.
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Str dung thiét bi can bang
tai chiéu ra, tich hop
tuong lra bao mat duogc
thiét 1ap dé quan 1y, kiém
soat truy cdp vao/ra giira
hé théng véi ving mang
ndi by, ving mang bié.

Phuong an quéan ly truy cép

Truy cap gitra cdc vung
mang dugc quan ly va
phong chdng xam nhap str

2 o~ /4 \ hY h \ Cé
guia cacﬂvung Amang va phong dung Modem/VNPT c6
chong xam nhap , . \
tich hop churc nang phong
chéng xam nhap IPS.
Str dung phan mém Phong
5 | Phuong én phong chéng ma - chéng ma doc tap trung

ddc cho may chu va may tram

cua tinh; phan mém diét
virus c6 ban quyén. ..

6.2.1.2. Kiém sodt truy cdp tiv bén ngodi mang

STT Yéu ciu P/A Ghi chi/Ma ta
Thiét 1ap hé thong chi cho
phép st dung cac két ndi H¢ théng duoc thié:[ 1ap chi cho phép
mang an toan khi truy cép két n61 mang c6 ho tro ma hoa, xac
1 |thong tin néi bo hodc| C6 thuc khi truy cdp thong tin nd1 bo

quan tri hé théng tr cac
mang bén ngoai va mang
Internet

hodc quan tri hé théng tor cac mang
bén ngoai va mang Internet thong
qua Modem/VNPT.
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Kiém soét truy cap tir bén
ngoai vao hé thong theo
thr;g difh Vlf’ &r}g dyng ?1.1 H¢ théng duoc thiét 1ap chi cho phép
9 thé; chan tat ca truy cap Co | kiém soat truy cap tir bén ngoai vao
td1 cac dich vy, ng dung hé th(:)ng theo tirng dich vu, ing dung
ma hé théng khong cung cu thé thong qua Modem/VNPT.
cap hoic khong cho phép
truy cap tir bén ngoai
6.2.1.3 Kiém sodt truy cGp tir bén trong mang

STT Yéu ciu P/A Ghi chu/Mb ta
Chi cho phép truy cap
cac ung dung, dich vu Hé thong dugc thiét 1ap chinh sach
bén ngoai theo yéu cau chi cho phép truy cap ra bén ngoai

1 |nghiép vu, chin cac dich | C6 | véi cac dich vu phd bién, phuc vu
vu khac khong phuc vu hoat dong nghi€p vu bao gém: TCP
hoat dong nghiép vu theo 80,443,25,587,...;UDP 53, 123,...
chinh sach cta to chirc
6.2.1.4. Nhdt ky hé thong
‘ Thiét 1ap chirc ning ghi, luu trit nha
Yéu ciu , 1eA alz C u:cA na1’1g g.;, u’u:[ruAn at
ky hé thong trén cac thiét bi h¢ thong
Thiét bi

Modem/VNPT +

DrayTek Vigor2920FV Fiber router +

SWDMZ/Cisco2960 +

SWSF/ Cisco2960 +

SWI/Cisc02960 +

SW L2/Cisco2960 +

WAF/WAF v2secure +
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6.2.1.5. Phong ché'ng xdm nhdp

STT Yéu ciu P/A Ghi cha/Mb ta
, Cé4c ving mang duoc trién khai hé
Co6 phuong an phong chong , p J mang N
A ..., . | bap |thong IPS, hoat dong & che do Inline
1 | x4m nhap dé bao v¢ cac| |, , e e s R £
. oz ung | cho phép phat hién va phong chong
vung mang trong hé thong . .
xam nhap.
Pinh ky cip nhit co so di| | DA thict 1ap chic ning tu dong cdp
YA S a X Dap | nhat co s¢ dir liéu dau hi€u phat hién
2 | liéu dau hi¢éu phat hi¢n tan | | I A R 1A an
K tng | tan cong mang déu dugc thiet 1ap trén
cong mang cac thict bi IPS.

6.2.1.6. Bdo vé thiét bi hé thong

Céu hinh chuc | Chi cho phép su | Han ché cac dia chi
. niang xac thuc | dung cac két ndi | mang co thé két ndi,
Yeu cau trén cac thiét bi mang an toan khi | quan tri thiét bi tr xa
truy cédp, quan tri
thiét bi tir xa
Thiét bi
Modem/VNPT + + +
DrayTek
Vigor2920FV Fiber + + +
router
SWSF/ Cisco2960 + + +
SW/Cisco02960 + + +
SWL2/Cisco2960 + + +
6.2.2. Bao dam an toan may chu
6.2.2.1. Xdc thuc
Thiét lap | Thay  ddi | Thiét 1ap chinh sach mat khau an
Yéu ciu chinh sach | cac tai | toan: Yéu cau thay d6i mat khau
xac  thuc | khoan mic | mic dinh; Thiét 1ap quy tac dat
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trén

chu
May chu

may | dinh trén hé
théng hoic

vO hiéu hoa

mat khau vé sd ky tu, loai ky tu;
Thiét 1ap thoi gian yéu cau thay
d6i mat khau; Thiét 1ap thoi gian
mat khau hop 16

Trang thong tin di¢n
tir tong hop:

Cau hinh méy chu
ao: CPU 8 core;
Ram 16G; & clng
200G.

Cong ngh¢ website:
Nukeviet 3.0
Database: MariaDB
Tén mién:
dakglong.daknong.g
ov.vn

(IP:
103.147.100.138)
bat tai Trung tédm
Dtr liéu Cong nghé
va Truyén thong
tinh Bak Nong

6.2.2.2. Kiém sodt truy cdp

Yéu cau

May chu

Chi cho phép sur dung
cac két ndi mang an
toan khi truy cdp, quan
trt may chu tur xa

Thiét 1ap giéi han thoi gian
cho (timeout)

Trang thong tin dién tr
tong hop:

Ciu hinh may cha ao:
CPU 8 core; Ram 16G; 6
cung 200G.
Cong nghé
Nukeviet 3.0
Database: MariaDB

Tén mién:
dakglong.daknong.gov.vn

website:
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(IP: 103.147.100.138)

bat tai Trung tdm Dir liéu
Ccong nghé va Truyén

thong tinh Bak Nong

6.2.2.3. Nht ky hé thong

Thiét lap lap

Pong bo thoi gian

Luu nhat ky hé
théng trong khoang

Yéu ciu chirc nang ghi | gitra may chu voi
nhdt ky h¢ | may chu thoi gian | thoi gian toi thi€u la
théng trén céc 01 thang
may chu
May chu
Trang thong tin dién
tur tong hop:
CAu hinh may chu ao:
CPU 8 core; Ram
16G; 6 ctng 200G.
Cong nghé¢ website:
Nukeviet 3.0
Database: MariaDB
Tén mién: + + +
dakglong.daknong.go
v.vn
(IP:
103.147.100.138)
bat tai Trung tam D
lieu Cbng nghé va
Truyén théng tinh
Pik Néng
6.2.2.4. Phong chéng xiam nhdp
< Loai bo | Su dung | VO hiéu héa | Thuc  hién
Yeéu cau , ‘- . , . . A %
cac tai | tuong  lua | cac giao | nang cap, xu
khoan cia hé diéu | thtc mang |1y diém yéu
May chi khong st | hanh va hé|khdong an|an toan
dung, cac |théngdécam |toan,  céc | thong tin trén
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tai  khoan
khéng con
hop 1€ trén
may chu

cac truy cap
trai phép toi
may chu

dich vu h¢
thong khong
su dung

may chu
trudc khi dua

vao su dung

Trang thong tin dién tu
téng hop:

Céu hinh may cha ao:
CPU 8 core; Ram 16G; 6
cung 200G.
Cong nghé
Nukeviet 3.0
Database: MariaDB

Tén mién:
dakglong.daknong.gov.vn
(IP: 103.147.100.138)

bat tai Trung tdm Dir liéu
Ccong nghé va Truyén
thong tinh Bak Nong

website:

6.2.2.5. Phong chéng phin mém doc hai

Yéu ciu Cai dit phan mém phong | Kiém tra, do quét, xtr 1y
chéng mi doc va thiét lap ph?m mém ddc hai cho cac
May chii ché do tu dong cap nhat phén mém trude khi cai dit

Trang thong tin dién tu
tong hop:

CAu hinh may chu ao:
CPU 8 core; Ram 16G: 6

cung 200G.

Cong nghé  website:

Nukeviet 3.0

Database: MariaDB t +
Tén mién:

dakglong.daknong.gov.vn

(IP: 103.147.100.138)
bat tai Trung tdm Dix liéu
Ccong nghé va Truyén
thong tinh Bak Nong
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6.2.2.6. Xir Iy mdy chii khi chuyén giao

STT Yéu ciu P/A Ghi chiw/Ma ta
Hi¢n tai chua c6 phuong éan
Co6 phuong an xo6a sach thong chuyén giao cho don vi sir dung.
1 tin, (%ﬁ? li¢u trén may cl}ﬁ khi| Dap | Sé c6 phuong an xda sach thong
chuyén giao hoac thay déi muc | Ung |tin, dit liéu trén may chu khi
dich str dung chuyén giao hodc thay ddi muc
dich sur dung

6.2.3. Bao dam an toan trng dung

6.2.3.1. Xdc thuc

Thiét 1ap cdu | Luu trit ¢c6 ma | Thiét lap cdu | Han ché sb
hinh tng dung | hoa thong tin|hinh ung dung | lan dang

Yéu cau dé xac thuc|xac thuc hé|dé dam bao an nhap sal
nguoi st dung | thong toan mat khau | trong khoang
khi truy cap, nguoi st dung | thoi gian
quan tri, cAu hinh nhat dinh véi

Ung dung ung dung téli, khoéan

nhat dinh

Trang thong

tin dién ‘gﬁ’

huyén  DPak

Glong. ‘

Tén mién:

dakglong.dak + + + +

nong.gov.vn

(IP:

103.147.100.

138)
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6.2.3.2. Kiém sodt truy cdp

Yéu cau

l'J’ng dung

Chi cho phép st
dung cac két ndi
mang an toan khi
truy cap, quan tri
ung dung tur xa

Thiét 1ap gidi han
thoi
(timeout) dé dong
phién két néi khi
ung dung khong
nhan duoc yéu

gian  cho

cau tur nguoi dung

G161 han dia chi mang
quan tri dugc phép truy
cap, quan tri ing dung
tor xa

Trang thong tin
dién tor huyén
bak Glong.

6.2.3.3. Nht ky hé thong

Yéu cau

ﬁng dung

Ghi nhat ky hé thdng bao gom
nhitng thong tin co ban sau: (1)
Thong tin truy cdp Uung dung (2)
Thong tin dang nhap khi quan tri
tng dung; (3) Thong tin cac 16i
phat sinh trong qua trinh hoat dong
(4) Thong tin thay d6i cau hinh Gmg

dung.

Nhat ky hé théng phai duoc
luu trir trong khoang thot
gian ti thiéu 1a 01 thang

Trang thong tin
dién tor  huyén
bak Glong.

6.2.3.4. An toan trng dung va ma nguon

Yéu cau

ﬁng dung

C6 chirc nang kiém tra tinh hop 1é ctia thong tin, dir liéu dau vao

trugce khi xtr 1y

Trang thong tin
dién to huyén
bak Glong.

6.2.4. Bao dam an toan dir li€u
6.2.4.1 Bdo mdt dir liéu

STT

Yéu cau

P/A

Ghi chu/Mbo ta
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Luu trtr c6 ma hoa céac thong tin,

dir li¢u (khong phai 1a thong tin,

D@ liéu duoc nén va thiét

lap mat khau dé bao vé. Tép

1 . Co .
dir liéu cong khai) trén hé thong tin Iuu trit phai c6 ma kiém
luu trit/phuong tién luu trix tra tinh toan ven kém theo.

6.2.4.2 Sao luu duw phong
STT Yéu ciu P/A Ghi chu/Mb ta
Pinh ky thang thang sao luu
i . ) du phong céc thong tin, dit
Thyc hién sao luu du phong céc . i .
. o . liéu co ban sau: tap tin cau
thong tin, dir liéu co ban sau: . o .
o o } hinh h¢ thong, ban du
tap tin cau hinh hé thong, ban ) . s )
1 Co | phong hé diéu hanh may

du phong hé diéu hanh may
chu, co so dir liéu; dir liéu,

thong tin nghiép vu

chu, co s& dir li€u; dir liéu,
thong tin nghi€p vu trén
thiét bi hodc hé thong luu
trtr doc 1ap.

KT. CHU TICH
PHO CHU TICH
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